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3. SELECT 2| AEIY

31SELECT 2 7|2 X (HE AEIY)
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TAAE FE - 0l F /x v/

CiRch T3 of| A]
SQL71¥ = o) &2 A& SELECT, FROM, WHERE
ALz} & o] 70 A .

b8 < A AR EE I F 7 user_id, orderDate

A7 T2 A A7 2FAF + A 5o (usp_, fn_) usp_get_user_orders

1.2 E0{A 7| &l ZH}E (Indentation & Line Breaks)

o SOIMY[: AH|O[A 47F (Tab X|)
o SELECT 2: Zt ZEZ ¥k =0 &Y
o X Cte| ZHFE: SELECT, FROM, JOIN, WHERE, ORDER BY S2 ZEHI&
e  JOIN =2 &4t ON FHut &7 22 250
Of| A
SELECT u.user_id
;u.user_name
,0.order id
FROM users u
INNER JOIN orders o
ON u.user_ id = o.user_ id
WHERE o.status = ‘COMPLETE'
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1.3 MO[ZE() AFE

« RZESQL = B0 MoEES 22 A (@AY
SQL Server= SQL &S M=7| ?f3 EAt MDIZE AHES
SELECT *
FROM users
;
DELETE FROM logs
WHERE log date < GETDATE() - 30

.
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THROW, WITH (CTE), MERGE, BEGIN...END S0{|M 2F 0f|2f

1.4 =M(Comment) 2!
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SELECT order id
,order date
FROM orders
WHERE status

'COMPLETE'

AND order_date >= DATEADD (DAY, -30,
;
I "R sh=7V" 2ot "l sh=7p & HYst= F40| 6 52

5 H3l(Alias) AR A
o H|O|S0l= Yetotn H2 B AME (U, 03)
o I SESHX| & 20| Q= HE0{/AX} AL
e 0| JFsEt A ASE ALRE TA|

SELECT u.user_name AS name
,0.order date AS orderDate
FROM users u
JOIN orders o
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ON u.user id = o.user_ id
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1.6 SELECT * X|QF

|
SELECT =*
FROM users

.
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SELECT user_id
,user name
,Created at
FROM users

~e

SELECT —— X3l #H

FROM -- HIO|f A

JOIN -- ZQst Ho|Z A&
WHERE —-— =7 ZHE

GROUP BY -- &%}

HAVING -- JEstEl dxt 2y
ORDER BY -- H#

1.8 I A= A o of|A| (EZ3s)H

SELECT u.user_ id
;u.user name
,0.order id
,0.status
FROM users u
LEFT JOIN orders o
ON u.user_ id = o.user_id
WHERE u.is_active =1
AND o.order date >= '2025-01-01"
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PK A|| oF
FK A ¢}

UK A ¢}
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CHECK A
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DEFAULT A
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VIEW
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L

HFol/E
E-=3  snake_case
2E-2} + snake_case

of Al

users, order_items
user_id, created_at
user_id

user_id, product_id
IX users_email

PK_users

FK_orders_users

UQ_users_email
CK_users_age

DF users_is_active

VWw_active_users
sp_get_user_orders
fn_get_tax_rate
trg_users_insert

security.users, audit.logs
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7171 table_id & EH

Q] 2} 7]
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72} F/] _at, _date, time 7§ 7| A}
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A

o is_, has_, status

=

I Z% _code

=Loll /5=

= 1/ A

2} _amount, _count, _qty
ZH T is_, flag_

2.4 Of|Al: SHLt2| E||0|=0i| Cfigh HH

E|0|2Y: orders
0oq-
o

user_id
order_date
total_amount
order_status
created_at
updated_at
is_paid

2.5 X|fafof & oy

23 o
tblUsers

UID, CD,NM
regdate, moddt

[}
2% Bo] B PK S

of Al
user_id, product_id

user_id, order_id

created_at, updated_at, login_time

is_active, has_email, order_status
country_code, status_code
total_amount, item_count, stock_qty

is_deleted, flag_validated
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userl, user2 created_by, approved_by

2.6 Y 3| At AL E

o REA L H YW 2N ATUEE Y 7F HA
e  SSMS(Management Studio) + SQL Prompt &2 =1 &&
e DB 2M3t At=3F =10 72! ¢ (0f: Redgate, ApexSQL)

27 Y 78| BE Y23 (29
27 SESIE R o A

Table 259 users

Column o]n] 7] 4} + snake_case user_name

PK PK_H| o] £ PK_users

FK FK_A}2] B2 FK_orders_users
View VW_ vw_monthly_sales
Procedure usp_ usp_create_order
Function fn_ fn_get_discount
Trigger trg_ trg_users_insert
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3. SELECT 32| AEI

SELECT u.user_id
;u.user_name
,0.order id
,0.order date
FROM users u
INNER JOIN orders o
ON u.user_id = o.user_id
WHERE o.status = 'COMPLETE'
ORDER BY o.order date DESC
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o JIYEE= CHEXL ZZYH/HO|ISY2 A2Xt
o ZHZ2 s =0 SHY
e  JOIN/WHERE/ORDER BY 52 ZEH}I&
e JOIN A| 5 T

31SELECT 2 7|2 &= (HE AEIY)

SELECT Z&1
, B2
9—IE-I3
FROM HIO|2TE [EF]
[JOIN &
WHERE X7
GROUP BY Z&
HAVING 1 =A
ORDER BY NE ZT
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A e @ 2 sk Ve By

7} &k A (alias) A Ul < = o)n o &3}
& AFE- Al Hoj227] T 25 COUNT(¥), ISNULL(col, 0) 5
SELECT * A] % YA A Ad Jd A3

Of| Al

SELECT u.user id
;U.user_ name AS name
,0.order id
,0.order date
, ISNULL(o.total amount, 0) AS total amount

& FROM X
«  H|O|= EZF(Alias) B, B B (O: u, o)
. WHS AKX R HH

FROM users u

A JOIN &

= A

JOIN B}l & 7|9l & g &A= INNER JOIN, LEFT JOIN
ONZA 2 2 Z EE ¢ = ot 7HE8 A

o] 2] JOINZ QoA ol = F = JOIN =4 &= Al FA
Of|A|

FROM users u
INNER JOIN orders o
ON u.user_id = o.user_ id
LEFT JOIN payments p
ON o.order id = p.order id

C§ WHERE &
T3] A
ZAEL 3 =9 s AND,ORE T3
=g] AAAHAND, OR)= = Wl oF 27 2 &0l
Ol Al
WHERE u.is_active =1
AND o.status = 'COMPLETE'
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AND o.order date >= '2025-01-01"

GROUP BY / HAVING &

oz A

% H 2 SELECTO| 3= ojoF &  GROUPBY 7|+ 8 23]
HAVINGE HA 24 ol 7 AL-&- WHERE & 7} 75
GROUP BY u.user_ id

;u.user name
HAVING COUNT(o.order id) > 5

p ORDER BY &

e Gk

et g E 712 AN Aej 2z ef b
222 A A AET ALe B ORDER BY 1 #| &

ORDER BY o.order date DESC

.
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3.3 T GliAl: St #2] 2B of

SELECT u.user id
;u.user_name
,COUNT (o.order_id) AS order_ count
; ISNULL(SUM(o.total amount), 0) AS total spent
FROM users u
LEFT JOIN orders o
ON u.user id = o.user_ id
WHERE u.is_active =1
AND o.order date >= '2025-01-01"
GROUP BY u.user_id
;u.user_name
HAVING COUNT(o.order id) >= 5
ORDER BY total spent DESC

.
14
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AEfl

Z5E o A

SELECT * FROM users; = g3 HolH £3], 27w}
JOIN Aol ¥4 3+ A B A 7h=7d A 5t
o) 3t Fof| BF A E A 2 Al =4

Z71°] OR/AND glo] Y& 4 24 27/ 74

=7 47
SQL Prompt (Redgate) e I + FA BA 7S
SSMS =& 191 SQL Formatter &

VS Code + SQL Formatter 2% sql I FH Al 18

Poor Man’s T-SQL Formatter T8 ¢ 7]¥k SQL ¥ 1 H

3.6 AEIY 2[R M3EAE

e  SELECT *CHAl HA|N HH AL

e HE H(SELECT/FROM/WHERE 5)2 =H|&
e JOIN A EHE Z ALE

e =2| X2 EH{FsI0] 1=

o« X& 7|Z& H& (ORDER BY)

o Y 4l B HalkslA A
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4. T2 A|X] 0| Al

CREATE PROCEDURE sp get user orders
@user id INT

AS
BEGIN
SET NOCOUNT ONj;
SELECT order id
,order date
,Sstatus
FROM orders
WHERE user_ id = Quser_ id;
END;
HE:
o sp HEO AR

Oj7peA s skt Etel K|
« SET NOCOUNT ON; Z7}510] M5 %|X5}
« BEGIN ~END 2 Al8

4.1 T2A|X =t FEl Qof

o

% 1o O b
ol & 113 sp_ w9l _F2F FEl (ol sp_user_get_by._id)
Arg F4 ZZAIA 54/ B /A AL 5 A
EdAMA 2] a3t A A4 o2 ALS (BEGIN TRAN, ROLLBACK, COMMIT)
of 2] A ¢ TRY..CATCH &% A}-&
9 RETURN, OUTPUT, SELECT 5 A3of 24 A=
@Eﬂii} J;jl.uJO—dﬂxﬂul—;d:L(io]- /\é.‘g_:ﬂ. 4)

4.2 T2ZA|N 7|2 ©ZE]

CREATE OR ALTER PROCEDURE sp user get by id
@user id INT
AS

20



BEGIN
SET NOCOUNT ONj;

BEGIN TRY
SELECT user_id
,user name
,email
,Created at
FROM users
WHERE user_ id = Q@user_ id

14

END TRY

BEGIN CATCH
-- o2 &2

DECLARE @ErrMsg NVARCHAR(4000) = ERROR_MESSAGE();

RAISERROR(@ErrMsg, 16, 1);
END CATCH
END;

4.3 &M OlA| - AL AL & =58 X8| ZEAIX

of ALtE|@

ALEXt IDE YEIE0L 22 FE 52 HO|Z 22 Z=3|5ts ZZEAX]

. QA
. Q2 @user_id, @page, @page_size
« = FEHS FEY Y, MEY
- JdE:FEEDESC

« O3 XM= =Zgf
« ZM=k Z0| =|E (WOo|¥ UIB)

A Z2AIK offH|

CREATE OR ALTER PROCEDURE usp order get list by user

Quser id INT,
@page INT = 1,
@page size INT = 10
AS
BEGIN

SET NOCOUNT ON;

BEGIN TRY

21



- S MO

DECLARE (@offset INT = (@page - 1) * @page size;

-- Z1 x3|
SELECT order id
,order date
,total amount
,order status
FROM orders
WHERE user_ id = @user_ id
ORDER BY order date DESC
OFFSET @offset ROWS
FETCH NEXT @page size ROWS ONLY;
—— E % g
SELECT COUNT(*) AS total count
FROM orders
WHERE user_ id = Quser_ id

~e

END TRY

BEGIN CATCH
-- ofl2f 24 Al XE
DECLARE @ErrMsg NVARCHAR(4000) = ERROR_MESSAGE();
DECLARE @ErrSeverity INT = ERROR_SEVERITY();
DECLARE @ErrState INT = ERROR_STATE();

RAISERROR(@ErrMsg, @ErrSeverity, @ErrState);
END CATCH

END;

4.4 G|A| - H|O|E] MZtL (INSERT) ZZA|X

CREATE OR ALTER PROCEDURE usp user create
@user name NVARCHAR(100),
Gemail NVARCHAR(100),
@created by INT,
@new _user_ id INT OUTPUT
AS
BEGIN
SET NOCOUNT ON;

22



BEGIN TRY
INSERT INTO users (user name, email, created by,
created_at)
VALUES (@user name, @email, @created by, GETDATE());

SET @new user id = SCOPE IDENTITY(); -- = INSERTE
1D kgt
END TRY
BEGIN CATCH
DECLARE @ErrMsg NVARCHAR(4000) = ERROR_MESSAGE();
RAISERROR(@ErrMsg, 16, 1);
END CATCH

END;

o OUTPUT WztO|E{Z AFR310{ INSERT & ID &t

45 ZA IZ3 (Z2AIH AEh

/************************************************************

* ZEA|XH : usp order get list by user

* =5 : £ AERY FE 552 Ho[EE X3

% Ii2H0|E

*  @user id - AMEXl 1D

* @page - HO|X|] & (7|23%f: 1)

*  @page size - HO|X| 37| (7|22t: 10)

* ERAXE : 23

* AdY : 2025-08-11

x AFO0[H

*  2025-08-12 - =71 =3 (order status F7})
***********************************************************/

4.6 Best Practice Q9F

= B Al
SEZA|A o] & usp_ =M ¢1_F 2} (dl: usp_product_update_price)

sedr| g 7123k 7he sk A (ol @page INT = 1)

o 2] A g TRY..CATCHZ 7+ 11 RAISERROR A}-&
EHNAA A2 BEGIN TRAN, ROLLBACK, COMMIT ™ A]
=9 W SELECT, OUTPUT, RETURN -3 A} &
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S A Antth S 27], 224 78,8 2

a " — 1

) Z1: ERHM Z5E 0| A| (UPDATE)

CREATE OR ALTER PROCEDURE usp product update price

@product id INT,
@new price DECIMAL(18,2)

AS
BEGIN
SET NOCOUNT ON;
BEGIN TRY
BEGIN TRAN;
UPDATE products
SET price = @new price
;updated at = GETDATE()
WHERE product id = @product id;
COMMIT;
END TRY
BEGIN CATCH
IF @@TRANCOUNT > 0
ROLLBACK;
RAISERROR (ERROR MESSAGE(), 16, 1);
END CATCH
END;

24



Of| Al

DECLARE @user id INT;

DECLARE (@order date DATETIME

CC L=

DECLARE
@name NVARCHAR(100),
@email NVARCHAR(100);

SET vs SELECT B] 1

o= SET

#E T SQL 4o

ol W )

= ity Ko ag
NULL A2l Bg&atA 17hRt A%
-- G e

SET @user id = 123;

-- OE #e =708
SELECT
@name = user_ name,
@email = email
FROM users
WHERE user id =

Quser_id;

= GETDATE(); --

SELECT
Ax

VS

V ERE s

Ay

d: @user_id, @error_msg
z713t= ¥ oA 43

oh ol w mhA g gk B E ()
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5.2 Z& (IF / ELSE)

43 £
B% 7% AL§ (BEGIN. . .END) gd e BEFo 7 9t
B 20wy e 271 24 w8 - 7HE4
Z=H 27 A 43 =2 F 8] == CASER thA 1e
712 =Y

IF Quser id IS NULL

BEGIN
RAISERROR( 'User ID is required.', 16, 1);
RETURN;

END

ELSE

BEGIN
PRINT 'User ID is valid.

END

5.3 CASE 2 A2 7=

CASE 3 A

whd gl CASE Z & WHEN %t THEN ...
B2t 274 A g CASE WHEN %71 THEN ...
"= A] ELSE A 2] T2 Al NULL ¥+3hE 5= 9l &

Of|A| 1: SELECT L AIE

SELECT order_id

,total amount

,CASE order status WHEN 'P' THEN 'ZI&
WHEN 'C' THEN '&t&'
WHEN 'F' THEN '&Ij
ELSE '7|E}’

END AS status_ name
FROM orders

~e
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OlA] 2: Z=Z40] [HE Zf &7
DECLARE @discount rate DECIMAL(5,2);

SELECT @discount rate =

CASE WHEN @user grade = 'VIP' THEN 0.2
WHEN @user grade = 'REGULAR' THEN 0.1
ELSE 0

END;

5.4 02| M2|et =AHE St

IF @input value IS NULL OR @input value =

BEGIN
RAISERROR ('3 20| SHE[JELICE. ', 16, 1);
RETURN;

END

5.5 A2 O[N] - ArS Xt & AE B1E

CREATE OR ALTER PROCEDURE usp user_ set active
@user id INT,
@is_active BIT

AS

BEGIN
SET NOCOUNT ON;

IF Quser id IS NULL

BEGIN
RAISERROR( 'User IDE ELICH. ', 16, 1);
RETURN ;

END

BEGIN TRY
UPDATE users
SET
is_active = @is_active,
updated at = GETDATE()
WHERE user_ id = Quser_id;

27



IF Q@ROWCOUNT = 0
BEGIN

RAISERROR( 'SiE AMEXI7} EXSHK| k&LICEH. ', 16, 1);

END
END TRY
BEGIN CATCH

DECLARE @ErrMsg NVARCHAR(4000)

RAISERROR(@ErrMsg, 16, 1);

END CATCH
END;
5.6 X712 Al A| Best Practice
) A% ol
W Z=n o ojn) 917
IF £%-& 34 BEGIN...END

CASET 7} 3t ELSE X3

2] s}

= =

) BAd 2 MR )

ZU A TEH 25

&
I
Jhu
s
>
+
A
r\l

IF EXISTS (
SELECT 1
FROM users
WHERE email = @email

)
BEGIN

(0] -
O

ERROR_MESSAGE () ;

d): @total_count, @is_valid
e 2helw A H 02 A
de] e 9t st
SET¥} SELECTY] %}¢] £ o]&]slal 4 SELECTE ths W Al fr&,

A EREENR R

RAISERROR( '0[0] EXdt= OHYILICE. ', 16, 1);

RETURN;
END

2. S HAIX| X2
DECLARE @msg NVARCHAR(100);

IF Qcount = 0

SET @msg = 'X2[g H|O[E{7} USLIC.

28
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ELSE
SET @msg = CONCAT(@count, 'Z0| XMZ|=FELICE. ');

PRINT @msg;
3. NULL g2+0{ X 2|

IF @param IS NULL OR LTRIM(RTRIM(@param)) = "'
BEGIN
RAISERROR (' =20] H|O| RUELICH. ', 16, 1);
RETURN;
END
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e HGALE

SELECT * AHE A%, 2o AHTEHA

M= WHERE %71 3 JOIN th7 Z 7 o] 44 3] Al&-
714 7he gt ARE A1 F, JE 71Nk A2 = oA

r 4o A AR ALE, FHE e 95

&% SQL SQL 1A A "kx] "= (of: sp executesql Al$)

6 Oll::")\(lndex) Q.l'_g_

ALY a8

2 g3l Ao oldl »~ A WHERE, JOIN, ORDER BY,GROUP BY 5ol #}5 2~

1 s Qs 4y 4 DML “d s A3} 5t 331 g A

VEREEEZEREEE Ao o BE A S Y 2o LFHAIA Index
. 1Tl o =2 3131 5] -

0 2o 2B= v dFAEEE9 e ooge zggeuz

g2 T2 A ’

§4 INCLUDE Z 4 A}& 1 28 2312 ol A v 23] th

— A =N > B B BN, B BN

— of]: e QA
CREATE NONCLUSTERED INDEX IX orders_user_date
ON orders(user_ id, order date)

INCLUDE (order status, total amount);

6.2 & Bist X|2F (Implicit Conversion)

A o] A]

= — ‘o % \ \

5 WHERE col ='123' (col®] INT)

249 Z#  WHERE date_column = '2025-01-01' (date_column®©]

H| ol DATETIME)

W 3k g AL

" WHERE CONVERT(VARCHAR, date_col) ="...
[e)

¢ HIEA] HI0E EtY LX|SHEE &4l

30

G
e 2 AR <
=]

“
e 2~ wALE:
7t
ez o
Al



6.3 SELECT * X|&

3= 4
SELECT *& @74 A & =483 Holy ¢l7] ¥4 - 10 St

AY FHZ A Al ™ 7] Z71E ™ 28 2w o8 A JlsA
o AR PA oldl 2~ AW el BHol % §2

SELECT *
FROM users

.
14

SELECT user_id
,user name

,Created at
FROM users

.
14

6.4 LIMIT Z=74 A7 (TOP / OFFSET)

Bla= ke
& Ho] Eol| M= Ho| A 4 Ul 3} o] 1}
OFFSET-FETCH Al-& Al Q1el ~ 2 @ AE Ao olul A~

- Of]: 22 F2 1028t =3
SELECT TOP 10 *
FROM orders
ORDER BY order date DESC

.
4

6.5 JOIN Z|&s}

T3] a4

ON %71 H &-35] &1 251 CROSS JOINCS. 2 A 2]
OkZ& =z 0 o]l i

g ZATIRIEE R ggh9), 1 29) oo ole

31

A= "W A] LIMIT or TOP A&
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A B8] = EXISTSE A 1d]

JOIN <=4 ¢} JOIN ¥4 SQL Server= A3 A& 7|Hto 2 245 A7 slt, T4 Z 8A

9l E AL 7bs

T 54 Y4

EXISTS w5, =29 A A EA) A5 At (o ZE )
IN A& 4 dlo]H OK HoH A5 A8t

JOIN ot "ol &3 Al 2l B S AR EE F 8 A
NOT IN NULL E3 A o & 24 NOT EXISTS 2 th A A%

- 45 E2 EXISTS 0f|A|

SELECT *
FROM users u
WHERE EXISTS ( SELECT 1
FROM orders o
WHERE o.user id = u.user_ id
AND o.order date >= ‘2025-01-01")

~e

A3 A

ERNHNAL 7t o ZA EWAE 2| & AI7F =g A & A3E
AHE2E G E H7] T ERAH X UL A 2] Zol] EfAA A2} 2] oF
T} & DML-2 vl 2] *] 2] 1. 1,00071 ©H9 2 v M 9%

rlo

e ORDER BY, GROUP BY,DISTINCT s2 H2 Z[aAE AR

- BIEA| TR3 202t A

—

32



- 45 Hst 20l
SELECT DISTINCT user_id
FROM orders

.
14

-- CHA| Of| Al

SELECT user_id
FROM orders

GROUP BY user_id

14

6.9 S7|(Statistics) & A3l A=l £t

Pig A

EAE HA AH FA SHYE A - v EE AP AE

A% B Ayo|E &4 7| E4 AUTO_CREATE_STATISTICS,
gkol AUTO_UPDATE_STATISTICS & %+
A3 Alg &9l SSMS<] Actual Execution Plan A} & A+

6.10 E[0|= TtE|M'J/0t7I0|Y 11 (CHEF)

x7 EER
1A A o] Hlo] 2 5HE) 4 or o} 7he]
o9 dole] 23] A9 98 e REEEEE B
MR g AbA) 2] A e A 29 g 02 4% A 7bs

6.11 ZrZ2(Locking) 1124

e A

WITH (NOLOCK) -+ READ COMMITTED

SNAPSHOT 1.8
DML 2] Al & B4 wix] 28] or HE 2%
EWNAA 7 w2 AE A TRY-CATCHZ 4| 9] A 2] 7+4 @%

6.12 #H2| 2HEZ 11 &=

A & o ok

33



— 3% A= &2

JOIN == CTEZ E£7]

4 SELECT

=

=z
=

WITH CTE or 4 A] H|°] & & A g

ik
o]

‘W_Tl
T

jast

A =

SELECT * A}-& %] %F

[
[

X
N3/

34

1

]

A B3 2] /EXISTS 24 Abg
o -& = Bl o] & o} 7}l

[
[



7. Hot I EZTHM

= — 1

ETM Of|A|
BEGIN TRY
BEGIN TRANSACTION;

—- = 2 Az
UPDATE accounts

SET balance = balance - 1000
WHERE user id = 1;

UPDATE accounts
SET balance = balance + 1000
WHERE user_id = 2;

COMMIT;
END TRY

BEGIN CATCH
ROLLBACK;

-- o2 X2
DECLARE (@error message NVARCHAR(4000) = ERROR MESSAGE();
RAISERROR (@error message, 16, 1);

END CATCH

.
14

Hot El:
e XM GRANT/DENY Z2|HCH= 2st(Role) 7|Ht A5t H|0f
e  EXECUTE X8 x|A5}
Z7 H|O|2 &850 ZAL 7|8 &

7.1 HOt(Security)

SQL Server Hot2 3| C}S 571X DA 1024 =|0{OF §FL|Ct:
SQL Injection BtX|

At Z|AgHLeast Privilege)

HlO|E Y53

ZtA 23 (Audit Logging)

O N 45 Ea

A e

35



7.1.1 SQL Injection gHX|

DECLARE

SET @sql
@username +
EXEC(@sql)

okdst of

-- sp _executesql A& (#H
DECLARE @sgl NVARCHAR (MAX)

SET @sgl = N'SELECT * FROM Users WHERE username

- (SQL Injection 7t5)
gl NVARCHAR (MAX)

'"'SELECT * FROM Users WHERE username '

@s

)

EXEC sp executesqgl @sqgl, N'@username NVARCHAR(50)"',

@inputUsername
Stored Procedure A2
- ZZ2AX F9
CREATE PROCEDURE GetUserByUsername
@username NVARCHAR(50)

CC =

L

gll

AS
BEGIN
SELECT * FROM Users WHERE username = @username
END
I F
EXEC GetUserByUsername @username = 'admin'

7.1.2 |2 Hst K=l (Least Privilege)
2l%|
. DB7NS Qs MWstot 2t 2 X3t

b
o

o

SELECT, INSERT, UPDATE, DELETE #$tE2 7 %02

DDL H$t2 7HX} L= DBA HE 71I§101|MEF =

£ oAl
-- A8X0[A £F HIO|Z0| sELECT #EHEH F0d
GRANT SELECT ON dbo.Orders TO reporting user

Il

36
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o« *H(View)**=Z DIZI HIO|H =& Z|A 3}
. Rme7Wfﬂ§ IEIWD ojst 22))

7.1.3 012t AH 2535 (TDE, Always Encrypted S)

X% O|0|E &S5} (At Rest)
«  TDE (Transparent Data Encryption): Ci|O|E{H|O| A Xx| S5t
e  Always Encrypted: £3 g0t 453} YA LIS = 5= SiS)

Of|A| - Always Encrypted
- 4 S35t OAH 7] dd  (gb #Eh
CREATE COLUMN MASTER KEY CMK_AutOl
WITH (

KEY STORE PROVIDER NAME = N'MSSQL CERTIFICATE STORE',

KEY PATH = N'CurrentUser/My/CertificateName'
)i

- € g=st 7| 44
CREATE COLUMN ENCRYPTION KEY CEK_Autol
WITH VALUES (
COLUMN_MASTER_KEY = CMK_Autol,
ALGORITHM = 'RSA_OAEP',
ENCRYPTED VALUE = ...

Ol Al (AF2XE Ho| 21 E|0|E)

CREATE TABLE AuditLog (
LogID INT IDENTITY PRIMARY KEY,
37



UserName NVARCHAR(100),

Action NVARCHAR(200),

ActionTime DATETIME DEFAULT GETDATE(),
TableName NVARCHAR(100),
PrimaryKeyValue NVARCHAR(100)

=o
T=

« EIHOIS2 YU AEXH 2 271 M2
. SQL Server Audit 7|5 AF2 HZ (Enterprise Edition)

7.2 E=iT M (Transaction)

C|O|E{ 2o 4Kl (Atomicity), 22t (Consistency), ZA2|M(Isolation), **X|£M(Durability)**&

HAFsH= SQL Server?| #Al 7|5 QIL|CH (ACID %))
7.21 ERMME T|E Ax

BEGIN TRANSACTION;

- Y 4
UPDATE Accounts

SET Balance = Balance - 100
WHERE UserId =1

.
14

UPDATE Accounts
SET Balance = Balance + 100
WHERE UserId = 2

.
14

COMMIT;

7.2.2 E=™M of| 2] 2| (T-SQL)

BEGIN TRY
BEGIN TRAN;

_- of2] pur T 43
DELETE FROM Orders WHERE OrderDate < '2023-01-01"';

38



UPDATE Inventory SET Quantity = Quantity - 1 WHERE ItemID
= 123;

COMMIT;
END TRY
BEGIN CATCH

ROLLBACK;

INSERT INTO ErrorLog(ErrorMessage, ErrorDate)

VALUES (ERROR MESSAGE(), GETDATE());
END CATCH
2y

« 314 BEGIN TRY..END TRY + ROLLBACK F-% A}-&
o 75l TIX|E B E HZ0| DBO| HHAE[X| £S
x -

7.2.3 42| £=Z&(Isolation Level)
SQL Serverof| A M JHs6t A2| &2 CSH Z5LICH
Az T £ A A
READ UNCOMMITTED Dirty Read 3] & X
READ COMMITTED 7123k, A8l E dlo]El Tk 95 Dirty Read %A
REPEATABLE READ o2 dolH A&l 7 Non-repeatable Read "]
SERIALIZABLE A EAE AE Phantom Read ]
SNAPSHOT WA 719k A 2] (TempDB AF&) tHFE9 A WA, A5 +F
N

SET TRANSACTION ISOLATION LEVEL REPEATABLE READ;

BEGIN TRANSACTION;

—— olo[gf 27|
SELECT *
FROM Orders

WHERE CustomerID

.
14

-- ANz2| 2%, ..
COMMIT;

= 1001
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o o
X

NG
)

F o 9] 2]2] = ¥ 31 ROLLBACK 53}

Risel

d 9] ¥l A] W= A] ROLLBACK

il
;o*

il
Nfo

o3

=

W

=t
ol

B
A
;O.a

Z

J = o]

ZAIA ARE

H
)
B

‘QO

—

IECERE

[195 FH 23t A2

[13A 22715 7]

T
[] ExAH BEGIN / COMMIT / ROLLBACK ™ 4]

5
[ ] TRY-CATCHZ | €]
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9 #+% /procedures, /functions, /tables, /views 5 UdEZ +& A%

of FC pE|Ek
L @ E(Stored Procedure, View, Function, Trigger, DDL S)E HH 22|, E=8}, U= 2 SX|EHp
IsSt YEZ HAI XM 2

SQ
7

gst= SEEYLCL

8.1 AH|™ M A=l (Naming Convention)
. o dent ZRE U o5hs| e
e

of 0flA]

. x4|:01/x4|:||01 =)
E/SA L 2E Y

A 53 Ao o e o A
Table Gl B wal Customer, tbl Order
View VW_ vw_CustomerList
Procedure usp usp GetCustomerById
Function ufn ufn GetTotalAmount
Trigger trg trg Audit OrderlInsert
Index IX IX Order_ OrderDate
Constraint CK_,PK ,FK FK_Order_ CustomerID

41



e

8.2 AA IE H{H EiE

A EP
. Git, GitHub / GitLab / Bitbucket
. Azure DevOps EE= TFS

(7 CIRER| X of|A|

/DatabaseProject

|
— /Tables

|  L— Customer.sql

— /Views

| L— vw_CustomerList.sql
— /StoredProcedures

| L— usp_GetCustomerByld.sql
—— /Functions

| L— ufn_CalculateDiscount.sql

+— /Triggers
| L—trg_Audit_Orderlnsert.sql

— /Migrations

|  L—2025-08-13_Add_New_Column_Order.sql
— /SeedData

| L—init_data.sql

L— README.md

VEEE
e DEMHEHYE .sql A2 HE
o HZ0|HE2 Git HLl HAIXZ FX
o HIZE AIZES UG AFZE IR

8.3 ZL Hijx F HF &=

242 0|2 &t2| (Schema Change History)
o DDL®HZ LA 22| 24
e HWAHYWZH|Z ~3AHE YA (YYYYMMDD_Description.sql)
e CHANGE_LOG H|O|ZE & 0|H &2| 7t

LN

CREATE TABLE SchemaChangeLog (
ChangeID INT IDENTITY PRIMARY KEY,
ChangeDate DATETIME DEFAULT GETDATE(),
ScriptName NVARCHAR(200),

42



Description NVARCHAR(500),
AppliedBy NVARCHAR(100)

);

HHEZ ASZE OfjA|
-- 20250813_AddstatusToOrder.sql
BEGIN TRANSACTION;

ALTER TABLE Order ADD Status NVARCHAR(50) NOT NULL DEFAULT
'Pending’;

INSERT INTO SchemaChangeLog
(
ScriptName
,Description
,AppliedBy
)
VALUES

(
20250813 AddstatusToOrder.sql'
1 FR M ZE Fob

,SYSTEM_USER

COMMIT;
— o= .

8.4 [ E HZF5} (Style Guide)

2L AEFY 7H0|=

3= 4

] & FAF SQL 7| ¥ == Ul &4}, 21 A= A F-A} B+ PascalCase

Eo 7] 47y 2~ o) 2~ = 8 A3 ALS-

T 5 SELECT, FROM, WHERE +& & v}

4 EE FA(/x *HI A FH(--) BF AL

OIA| (AEHY HR)

—— M MH I3 ZZA|N
CREATE PROCEDURE usp GetCustomerById
@CustomerId INT

43



AS
BEGIN

SET NOCOUNT ON;

SELECT c.CustomerId
,C.Name
,Cc.Email
FROM Customer AS c
WHERE c.CustomerId = @CustomerId

.
14

END

85HAE S ASZ A

> a4

e

2|

QLU E|AE SQL
o ZFEZA|X|/EHA0|= HIAE SQL HE 2
e Tests CIAEZ|0| Nz

Ol Al
-- Tests/test usp GetCustomerById.sql
EXEC usp GetCustomerById @CustomerId = 1;

8.6 =tH QI 21 Xak

L L— 1
Het
33 1 2
DML 2.+ Ed A f ROLLBACK A&
DDL 2 WY s ol MH ~aAHER B
WE ZIHE %’¢ BEGIN TRAN / ROLLBACK &4 ¥ 3¢
AR = s A4 DB W FelA HF+ 2 Q

e  Pull Request(PR)Z TE WA Atet HE
o« XA 121 0|A 2|EHO] &9

=
. HOtU NS T ZE 32 23

—

2
0

ro
o
ko O
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o

[ 1 SQL Injection WA] o] ¥ &0l

[1ERANAT & A2 o7

(1785 At 7bed (IH = 248 5)
[ ] Naming Rule =< o] -
[ FA W gy Z3 o]}

8.8 2AMz}

« = ZHH|(Procedure, Function S)= 7|

=
S

Mo 4 @3

A=

o  AF|OFMYM XIs35 =71 &R 715 (0]: Redgate SQL Doc, ApexSQL Doc)

o ERD X ZiH| o|=M BM X

AL B2| Qo H|F2|AE

&=

RS ERES BEY
Gito. 2 SQL 2= v #e
AAE Z g 2 A=z
WE ~2IPE WL B
EA A T ol % gl
SW/ETF A Y vk

o g B Z2A s &Y
HAE A3 E A 9 A=
T4 g FA 3}

45
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9. ZC g|R HACZ|AE

e  SELECT * AIE X|&

. Y I XHFEIR

e JOIN =71 WH&kst7}p?

« ds XNst 2l A=7P?

o O3] R o2 XM2| ZEE|o JA=TF?
° x)k-| x|=|°|.7|_?

i EOI' J_’—E1E|AM_7|'?

9.17]8 #+d & AErY

G5 ek il

e e e AABE AR g elE vlol AW g 2 (usp_vw_,

—1‘— Ufn_ o)

[12%9 28 T 719 = HEA, A E A= &2 A PascalCase, 591 227] 4]

(154 24 eln =2 AR5 24, et e, 2l e ghol] tat F4o] gErt
=M S -

ERER A ge g 3 nabg WA Hlol el AR R ET

[1=E7E4 A, 285 29 5ol 97| 47 FEHAEIN

9.2 HOk(Security)

Eas v A
= [e] :——:—L

AR 18 e B Aol ohd ulelE WS i T2 A%

[ 1 SQL Injection "] iﬁ}ﬂgv‘;ﬂ? 2}4 A 3o] o} u} T | A =
A 2 28 1o jjifi%iﬂ;‘i PolE == A7 €97k (o: SELECT!
MR E tas FUSENE AANE 5 F5 A% Bl npay A He
al 712

[17AF 27 23} o] Z 2 3 INSERT/UPDATE/DELETEO] W8l Audit 21 i 7] 20
=] 0] - 7]_9
T = !

46



9.3 EZHMM H of|ef X2

= 473 il
[JERAA ALE 2 2] DML ¢ o] stite] =24 2k o] BEGIN TRAN/
47 COMMIT A}-&- of 2
[IROLLBACK A 2] Q°F a4 A] EAAMA-S ROLLBACK 3= 27} =712

g RER=4
L A= e el g TRY-CATCH 7201 A H o] Q17
[e)
[198] 2275 QF ¥ A] ErrorLog H o] & & U2 WA 02 7| S5 =717
A H 2
USEAERAA T camyg et an med Ans ek @ 228
| - —_— —_—

9.4 ‘45 z|X3}

R A il
[]old)~ 88 o 1 WHERE, JOIN Z719d] Q1dl ~7} &3 3l= A o] A&
[1E2 23 SELECT A| 7| SELECT * il 283t ddnt gAI =71

(1A A e 2ol A g gy%ﬂmwwumimmmm@4&ﬁﬂ@§@

. 22 Al g 5] = A B 2] = CTE INO. 2 T A 7
o !

142 AagPAE gl o5 HPA Y S 53 e HEC] Sl AEH =M

[ ]NOLOCK =+ READPAST %3] A%+ 93l NOLOCK At-&-°] 83717 082
HE S=7k

- = O -
9.5 23| 7t o =N Y Ft
o5 ek il

7 3 A 7} o2 A A ol

al
[1EF Al 2=Bl/AB] A~ A% APL WA A, &5 5% 5 95 Al 28l d] n]X] = G 3ol
o5 AL HAETH
_ HolE X WAoo 7|& s} T2 A A JTFS F=
[IDDL®7 9 3= P E Jﬂa? 4] HERAAC SFE T
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9.6 H|
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=
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M

;OO

il

R=7h

A H AEH

o] Ao 7 A=

€]

}g_-

9l

I

o

W
L

B
==

o
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]|
=

o
L

Hr

ﬂ,wo

23|

T
B %

OJL‘7]J)

Al

—
X

[] ¥l

A

A 5ol T4 35+

il

)

)

H] 11

el @/ %)

A
NR

—

;.&l

‘.mo

-

ToR
B
mo
T
K

N

A A g
o €] ] 2] TRY-CATCH

SQL Injection ®F#]

=
2

SELECT * A& &4

A

=1

o)
o

B!
oy
=
=

M
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10. oldlAQ} KOl (Index & Join)

10.1 QI=IA (Index)

10.1.1 lelA Q| 7|4
o  *OIHIA(Index)**= H|O|= L} CIO|E{E WEH| =3|517| Q&+ XAt QIL|Ct.
(o]

. Eo| Sxi0t 22 B2 B0, M5 FFEH| HAULICE

10.1.2 QIHIA =
J

=7 A o A]
Clustered Hol &2 HolHE AEHd A= A%

PK_OrderID (7] &7] A& A4)

Index (Elo] 2 = ol g )
Non-Clustered ®%= A7 73, H 83 dlo]E A1+ 3 .

Index =z IX Customer_Email
Unique Index &3 8] & ¢+ 5= Qld 2~ UQ_Customer_SSN

IX_Order_OnlyActive (WHERE

i zHo] ey~ :
Filtered Index WHERE 13l = Status = 'Active)

Icrjl(()jl;?msmre &2 248 A9 7]dk ol ~ CSIX_Sales

>
al
x
N
o
M

10.1.3 ol

(V EESHFEYC N
—— g QlA Ay

CREATE NONCLUSTERED INDEX IX Customer Email
ON Customer (Email);

-- UE Y "
CREATE NONCLUSTERED INDEX IX Order CustomerID OrderDate
ON Orders(CustomerID, OrderDate);

-- ZH Qg4

CREATE NONCLUSTERED INDEX IX Order ActiveOnly
ON Orders(Status)

WHERE Status = 'Active';
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10.1.4

OlEl A Z=O|A}lSH

—_ 1

. 2 oke ol A= DML

Sl L-"1—1L-

Hs X5t f2 (INSERT/UPDATE/DELETE)
. HE(Selectivity)7 X2 RN QIHA B (0f: %, Mef)

« QA xot BY =M Q — A AESHE WHERE 71 ZE0| X
o  YUHeR AHA XAUDZ(E|EE/ZR2T) EQ

10.1.5 QA 5t2 A
o] ©

e  SET STATISTICS IO ON —

=1

| .

. 72| 4 Al QA Fot 2R JHs

10.2. Z=2I (Join)

10.2.1 Z0lo| £2

CRia A

INNER JOIN OFZ gl|o] Bol| % =3} Zhak uk
%ééaoﬁ.o nE L+_9-%_z_éo]—_-_

LEFT JOIN N Jo]=<] 2 % A
_c])__%_ééEo.ELo nE 7 %_Z_éo]-;

RIGHT JOIN SEF Hol e 22 A+ A% dAB
BA

FULL OUTER JOIN <% Hlo]E-o] »E Zk

CROSS JOIN H7l2ZE & (79 2 9)

10.2.2 ZQ1 ZH Of Al

—— INNER JOIN OfA]
SELECT o0.0rderID
,C.Name
FROM Orders o
INNER JOIN Customer c
ON o.CustomerID

.
14

—— LEFT JOIN OjA|
SELECT c.CustomerID

#o] %] 4 &l
o  AlSH AHEl(Actual Execution Plan)0f|A Index SeekQ!X| Scan®!X| &

c.CustomerID
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=13
=

=
-

SFA|RE, SA <l 2

5

o.CustomerID

Bl mfo] A 7} 245 A%
Jof] 919 ~7} gl © ™ Hash Join == Nested Loop Scan

T
| N

| ClIOIE{ EtRJO
PN
SQL Server

{0

ON c.CustomerID
=

LEFT JOIN Orders o

7
A

,0.0rderID

,C.Name
FROM Customer c

o

10.2.3 =9I =tAf 70| =20l

10.2.4

i)
@
o
S
°
< olp
A i R
b il H
= T +
i ﬂ_ W
0 Kl = [
N ol Ok = o N
=0 TN IO e
o B <Ko 4 g T
= ar g a R E:
3 - W = _._._ﬁ ° ol G
% M=z oy
7 S < Pjo mH
~n w0 g [ A KUy o#
o =0 ma o = N T
Jo A W al % XM
-t 1|0 I —
70 _EE m_ﬁ2M% 1K L m
— ~—~ — N =)
<~ 0 M = ol ™% w E
g Kk T2 K| = T & =
Nlo < m_u_._._ m @ + T ok
) — MZ29 W
ol 35 M_ = &
\LOI il (@) — 0 E_
63 LN ol Ik & OL TR oF
)} WooT O e
él N o 7:._ i WU
> o ... o Wwood TN
Nd — — & N® AN

]

A 2l

T

-1

@)
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[ ]+ 83} CROSS JOIN =+ FULL OUTER JOIN®| §l&=7}12

[ ] SELECT * AF&-S A Fsln H o3 A 3|8t =7}12
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11. (NOLOCK) AtE0]| cHs}oq

11.1 NOLOCKO|ZF?

e WITH (NOLOCK)2 **Z8 ZZ(Shared Lock)**S 2 A|5t1 H|O|EIE ol= **E|0|E2
(Table Hint)**IL|Ct.

o EZHTHMO| QEE|X| %2 »HLIE|X| 242 H|0|E{(Uncommitted Data)* = 42 2= QU&LILCH

SELECT *
FROM Orders WITH (NOLOCK)

.
14

= o 1 4T
45 a4
= 8o 2 EdA ] e Folol® 7IvE Al ek ¢
Dirty Read 1§ obA] 718l= A gFe HolH = ¢l
EdAdy 594 el A AR VIee R AR, ddd B fle
11.3 2™
o d
Ck: A
b THE AREALZE Bl ol Eoll AE Aol glol = tl7]ohA] e
% =3 A% A o83 Hols 23] Al 227 §lo] mhE &5 7he

B XE g & 58 OLAPA Hug/RUEF el 24

I Dirty Read 7Bl A k& dolE 217] (ROLLBACK A] Z%H dlo]E %)
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= Gl ™
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o Mo w o
= T ~ Nfo
x® nT
= (NG 70
O Woomr
B ®oR
M wR
T <
T oo G
= T
= Mo Gy =
1__/|L EE g ﬁE
No o iy -
=F 0w %P
T mok w ™
T ok A
ToMAE Mo &
9 (NG ~
g o W Il
= Moy
S W D )
E % ﬂ N
a Xu Hﬁ%

1.5 Of|&| H]|

{80 7|2 2]
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SELECT *

FROM Orders
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FROM Orders WITH (NOLOCK)

.
14

o[

[e]]
PN

ol2 A
21=2 T

|
g

ZOEO 2 "H | X| ZOtoF g 7t CO[E]"7F AL XI0l|A| 20{E £ QU=

1.6 AHE0|

-- Commit E|X| &£ INSERT/UPDATE/DELETEE

-~
A

‘.mo
T

0
sy

=
¢}

<= SELECT, =Y EH & # g

z23], A oA =

=

o : A K.

‘.mo
T

s

7] ¥ o 2 UPDATE/DELETE

ol &

o
T

NOLOCKZC. 2 9]

o

o T

~

ol WA A Aot o7 T

—

o
=

JOIN == WHERE A °f] A}

A

l

C’O

NE

= 237t gkl =

9

3

54



Ve

E

CHot

o oF A

READ COMMITTED - B

SNAPSHOT HA 7Rt o7 2 43 FRetHA E2F] BHA]

WITH (READCOMMITTED) 715l& Hlo|B v o &, 7] 23k

REPEATABLE READ Z3] F dlo]E A7 ¥

INDEX 2 7 31 ;é} iv‘:{xﬂ NOLOCKe®] o} olel ~ 2 g Ade ¢ 9J= A%
1w Ta

L-O —
Fig= A
ALg- 7] B3k NOLOCK =4
o £ A& X E/RYUEHE Ao ataf] AletA A& AMA g A

FE g H 7]%¥ NOLOCK Al & ARE 3
21

>{E 1“

NOLOCK A& Hg 4 2 27 A%

] AL ot HAE|AE

_11
©

Bolle QA HA Fe7t?
|

2. OAl: 2|ZE 8% NEHH 58

-- F SA BlZE: WX g2 HolH =3, °fzte| X 3E
SELECT COUNT(*) AS TotalOrders

FROM Orders WITH (NOLOCK)
WHERE OrderDate BETWEEN '2025-08-01' AND ‘2025-08-07'
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